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ABSTRACT 

This study aims to compare the regulatory frameworks governing fintech innovation, blockchain and 
digital assets, and investor data protection in the capital markets of Indonesia and Malaysia. It employs 
normative legal research using statute, comparative, and conceptual approaches. The analysis is based 
on primary legal materials, including legislation, regulatory guidelines, supervisory instruments, and 
official policy documents, as well as secondary legal materials, including academic literature and policy 
reports. The collected materials are examined through descriptive and comparative legal analysis. The 
findings demonstrate that Indonesia and Malaysia pursue broadly similar regulatory objectives through 
licensing, governance requirements, supervisory mechanisms, risk management, and investor 
protection. However, the two jurisdictions differ significantly in their institutional architecture. 
Indonesia adopts an integrated financial-sector regulatory approach under the Financial Services 
Authority, whereas Malaysia applies a more specialised capital-market supervisory model through the 
Securities Commission Malaysia. These institutional differences influence regulatory coherence, 
supervisory coordination, legal certainty, and regulators' capacity to address technology-specific risks. 
The findings imply that Indonesia should strengthen inter-institutional coordination and technology-
specific supervisory standards, while both jurisdictions should ensure that innovation policies remain 
closely connected with cybersecurity, operational resilience, and investor protection. The originality of 
this study lies in integrating fintech regulation, digital asset governance, and investor data protection 
within a single comparative legal framework focused on regulatory coherence and institutional design. 

Keywords: Capital Markets; digital assets; digital transformation; fintech regulation; investor data 
protection. 

ABSTRAK 

Penelitian ini bertujuan membandingkan kerangka regulasi yang mengatur inovasi fintech, blockchain, 
dan aset digital, serta perlindungan data investor di pasar modal Indonesia dan Malaysia. Penelitian ini 
menggunakan metode penelitian hukum normatif dengan pendekatan perundang-undangan, 
perbandingan, dan konseptual. Analisis didasarkan pada bahan hukum primer berupa peraturan 
perundang-undangan, pedoman regulasi, instrumen pengawasan, dan dokumen kebijakan resmi, serta 
bahan hukum sekunder berupa literatur akademik dan laporan kebijakan. Bahan hukum tersebut 
dianalisis menggunakan metode deskriptif dan komparatif. Hasil penelitian menunjukkan bahwa 
Indonesia dan Malaysia memiliki tujuan regulasi yang relatif serupa melalui mekanisme perizinan, 
kewajiban tata kelola, pengawasan, manajemen risiko, dan perlindungan investor. Namun, kedua negara 
memiliki perbedaan signifikan dalam arsitektur kelembagaan. Indonesia menerapkan pendekatan 
regulasi sektor keuangan yang terintegrasi melalui Otoritas Jasa Keuangan, sedangkan Malaysia 
menggunakan model pengawasan pasar modal yang lebih terspesialisasi melalui Securities Commission 
Malaysia. Perbedaan kelembagaan tersebut memengaruhi koherensi regulasi, koordinasi pengawasan, 
kepastian hukum, serta kemampuan regulator dalam menangani risiko yang spesifik pada teknologi. 
Temuan penelitian mengimplikasikan bahwa Indonesia perlu memperkuat koordinasi antarlembaga 
dan standar pengawasan yang spesifik terhadap teknologi, sedangkan kedua negara perlu memastikan 
bahwa kebijakan inovasi tetap terhubung dengan keamanan siber, ketahanan operasional, dan 
perlindungan investor. Orisinalitas penelitian ini terletak pada pengintegrasian regulasi fintech, tata 
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kelola aset digital, dan perlindungan data investor ke dalam satu kerangka hukum komparatif yang 
berfokus pada koherensi regulasi serta desain kelembagaan. 

Kata kunci: aset digital; pasar modal; perlindungan data investor; regulasi fintech; transformasi digital. 

  

INTRODUCTION 

The digitalisation of capital market activities has transformed the delivery of financial 

services, investment management, and market transactions through the growing use of financial 

technology (fintech), blockchain systems, robo-advisory services, algorithmic trading, and digital 

investment platforms. These developments have broadened access to investment services, 

increased operational efficiency, and enabled new forms of fundraising and asset trading, 

including equity crowdfunding and blockchain-based financial instruments (Begum et al., 2022; 

Khatib et al., 2025). However, the increasing dependence of capital markets on digital 

infrastructure has also intensified legal and regulatory risks relating to cybersecurity, personal 

data processing, automated decision-making, technological reliability, market integrity, and 

investor protection (Priem, 2020; Teng et al., 2023). The scale of this transformation is evident in 

both Indonesia and Malaysia. By the end of 2025, Indonesia had recorded 20.2 million capital 

market Single Investor Identification accounts, with 79% of investors aged below 40, indicating 

the rapid expansion of digitally facilitated retail participation (OJK, 2025). In Malaysia, trading 

activity on regulated Digital Asset Exchanges increased by 23% from RM13.93 billion in 2024 to 

RM17.14 billion in 2025, while the number of digital asset investors grew by approximately 29% 

(Securities Commission Malaysia, 2025). These developments demonstrate that digital 

transformation is no longer a peripheral issue but a central feature of capital market development 

in both jurisdictions. Consequently, Indonesia and Malaysia require regulatory frameworks that 

facilitate technological innovation while ensuring legal certainty, cybersecurity resilience, 

responsible data governance, market integrity, and effective investor protection. 

Scholarly attention to the legal implications of digital finance has expanded considerably 

over the past decade. One stream of literature focuses on fintech regulation and the development 

of supervisory frameworks designed to balance innovation with financial stability and consumer 

protection. Studies in this area have examined regulatory sandboxes, innovation governance, and 

adaptive regulatory mechanisms intended to facilitate technological experimentation while 

maintaining regulatory oversight (Diniyya et al., 2021; Huibers, 2021; Odong, 2026; Truby et al., 

2022). These studies demonstrate the growing importance of regulatory flexibility in responding 

to technological disruption within financial markets. However, the primary focus of this 

scholarship has generally remained on fintech governance as an independent regulatory domain 

rather than as part of a broader framework of digital capital market regulation. 

A second body of literature examines blockchain technology, cryptocurrencies, and digital 

asset regulation. Existing studies have explored legal certainty, market supervision, 

cryptocurrency governance, and the regulatory implications of blockchain-based financial 

activities (Feinstein & Werbach, 2020; Sobri & Rab, 2024; Sufian et al., 2024; van der Linden & 

Shirazi, 2023). This scholarship highlights the challenges posed by digital assets to conventional 

regulatory structures, particularly regarding market integrity, investor confidence, and cross-

border regulatory oversight. As blockchain-based technologies become increasingly integrated 
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into financial services, questions concerning the consistency and adaptability of legal frameworks 

have become more prominent within contemporary debates on digital financial governance. 

A third strand of literature addresses investor protection, data governance, cybersecurity, 

and privacy within digital financial systems. Research in this field emphasises the importance of 

personal data protection, cybersecurity resilience, and information governance in maintaining 

trust and accountability in digital financial services (Blumenstock & Kohli, 2023; Patil et al., 2025; 

Shalihah & Mohd Shariff, 2022). Other studies have examined Islamic fintech and digital financial 

services from the perspectives of legal compliance, governance, and financial inclusion 

(Muryanto, 2023). While these studies provide valuable insights into specific dimensions of 

digital finance, fintech regulation, digital asset governance, and investor protection are frequently 

examined as separate regulatory subjects. Existing scholarship, therefore, offers a limited 

explanation of how regulatory coherence can be maintained across these interconnected areas of 

digital capital market governance. 

Against this background, a significant gap remains in the literature on integrated 

comparative legal analyses examining fintech regulation, digital asset governance, and investor 

protection as interconnected components of digital capital market regulation. Existing studies 

tend to analyse these issues within separate regulatory domains, whereas the effectiveness of 

digital capital market governance depends upon the interaction between legal frameworks, 

supervisory institutions, innovation policies, and investor protection mechanisms. Moreover, 

comparative legal scholarship has devoted limited attention to how differences in institutional 

arrangements and supervisory structures influence regulatory coherence across jurisdictions. 

This study, therefore, aims to comparatively examine the regulatory frameworks governing 

fintech innovation, blockchain and digital asset activities, and investor data protection within the 

capital markets of Indonesia and Malaysia. This article argues that differences in digital capital 

market regulation between Indonesia and Malaysia are shaped not merely by the formal adoption 

of regulatory instruments but by the degree of regulatory coherence, institutional integration, 

and technology-specific supervision embedded within each jurisdiction. By analysing these 

dimensions within a single comparative framework, this study contributes to the development of 

comparative capital market law and comparative digital financial regulation while advancing 

understanding of how regulatory coherence shapes the governance of digital financial markets in 

emerging economies. 

RESEARCH METHOD 

This study employs a normative legal research method using statute, comparative, and 

conceptual approaches. Normative legal research examines legal norms, legal principles, statutory 

provisions, and institutional legal frameworks governing particular legal issues. As noted by 

Marzuki (2017), normative legal research is conducted by analysing legal materials to identify legal 

principles, evaluate the coherence of legal systems, and assess the consistency of legal norms within 

a regulatory framework. In this study, the statute approach is applied to identify, interpret, and 

systematise legislation, regulatory guidelines, supervisory instruments, and official policy 

documents governing digital financial innovation, digital assets, and investor protection in 

Indonesia and Malaysia. Given that the study examines regulatory responses across two 

jurisdictions, a comparative approach is employed to identify similarities, differences, and 
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distinctive regulatory characteristics in each legal system. Comparative legal analysis enables 

researchers to evaluate alternative regulatory models and institutional arrangements and to 

generate a deeper understanding of how different jurisdictions respond to similar legal challenges 

(Siems, 2022; Soekanto & Mamudji, 2010). The study also adopts a conceptual approach to examine 

and apply legal concepts relevant to digital financial regulation, including adaptive regulation, 

smart regulation, regulatory coherence, legal certainty, investor protection, and risk-based 

supervision. 

The units of analysis in this research are statutory provisions, regulatory guidelines, 

supervisory instruments, and institutional arrangements governing fintech innovation, digital 

assets, and investor data protection in Indonesia and Malaysia. These legal objects are examined to 

assess how each jurisdiction structures its regulatory framework, allocates supervisory authority, 

manages technological risks, and protects investors in increasingly digitalised capital markets. 

Consistent with contemporary comparative legal methodology, the analysis focuses not only on 

formal legal rules but also on the institutional and regulatory structures through which those rules 

are implemented and enforced. 

The legal materials used in this study consist of primary and secondary legal materials. 

Primary legal materials include legislation, regulatory guidelines, supervisory frameworks, policy 

instruments, and official documents governing digital financial innovation, digital assets, capital 

market activities, and personal data protection in Indonesia and Malaysia. Secondary legal 

materials include academic journal articles, books, research reports, conference proceedings, and 

other scholarly publications that discuss fintech regulation, blockchain governance, digital asset 

supervision, comparative capital market law, cybersecurity, and data protection. To ensure 

transparency and consistency in the comparative assessment, legal and regulatory materials 

effective up to 30 June 2026 were included in the analysis. 

The collection of legal materials was conducted through literature study and document 

analysis. A literature review was used to identify relevant legal doctrines, theoretical perspectives, 

and scholarly discussions concerning digital financial regulation and comparative capital market 

governance. Document analysis was undertaken to examine legislation, regulatory guidelines, 

supervisory frameworks, policy documents, consultation papers, and official reports issued by 

competent regulatory authorities in both jurisdictions. The collected materials were subsequently 

organised according to the principal themes examined in this study, namely fintech innovation, 

digital asset governance, and investor data protection. 

The collected legal materials were analysed using descriptive-analytical and comparative 

methods. Descriptive analysis was employed to systematically map the regulatory frameworks 

governing digital capital market activities in Indonesia and Malaysia. Comparative analysis was 

then conducted using four analytical dimensions derived from contemporary discussions on 

regulatory governance and comparative financial regulation, namely, regulatory coherence, 

institutional integration, legal certainty, and supervisory effectiveness (Odong, 2026; Taeihagh et 

al., 2021). Regulatory coherence was assessed by examining the consistency and alignment of legal 

instruments, regulatory objectives, and supervisory policies across interconnected regulatory 

domains. Institutional integration was evaluated through the allocation of supervisory authority, 

inter-agency coordination mechanisms, and the degree of regulatory consolidation within each 

jurisdiction. Legal certainty was assessed based on the clarity of legal definitions, licensing 

requirements, compliance obligations, and regulatory scope applicable to market participants. 
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Supervisory effectiveness was examined through the availability of supervisory instruments, 

enforcement mechanisms, technology-specific oversight measures, and the capacity of regulatory 

institutions to respond to emerging risks associated with digital financial innovation. These 

dimensions provide an operational framework for evaluating the relative adaptability, consistency, 

and effectiveness of digital capital market regulation in Indonesia and Malaysia. The findings are 

subsequently used to formulate normative recommendations to strengthen innovation-oriented 

regulatory frameworks that promote technological development while maintaining investor 

protection and market integrity. 

RESULTS AND DISCUSSION 

Fintech Regulation in Indonesia and Malaysia 

The regulation of fintech activities in the Indonesian capital market and financial sector is 

primarily administered by the Financial Services Authority (Otoritas Jasa Keuangan—OJK) 

through a series of regulatory instruments that govern digital financial innovation and technology-

based financial services. The principal legal instruments include POJK No. 13/POJK.02/2018 

concerning Digital Financial Innovation in the Financial Services Sector, POJK No. 

37/POJK.04/2018 concerning Equity Crowdfunding Services, and POJK No. 3 of 2024 concerning 

the Implementation of Financial Sector Technology Innovation (Financial Services Authority of 

Indonesia, 2018a, 2018b, 2024a). These regulations establish the legal basis for digital financial 

innovation, equity crowdfunding, technology-based investment services, and other fintech POJK 

No. 3 of 2024 provides a regulatory framework establishing requirements concerning registration, 

regulatory assessment, sandbox participation, licensing, governance, operational supervision, risk 

management, consumer protection, and personal data protection (Financial Services Authority of 

Indonesia, 2024a). Under this framework, fintech operators are required to undergo regulatory 

assessment before obtaining authorisation from OJK. The regulatory sandbox functions as a 

supervised testing mechanism through which technological innovation, business feasibility, 

governance structures, risk management capability, and compliance readiness are evaluated. 

Fintech providers are also subject to obligations regarding transparency, reporting, internal 

control systems, complaint-handling mechanisms, the confidentiality of user information, and 

compliance with applicable data protection requirements. OJK retains authority over licensing 

decisions, compliance monitoring, and continuous supervision of technology-based financial 

service providers operating within its jurisdiction (Hasan, 2024; Napitupulu et al., 2025; Pakpahan 

et al., 2020). 

In Malaysia, fintech activities associated with capital market services are primarily 

regulated by the Securities Commission Malaysia (SC). The Digital Investment Management 

Framework, introduced in 2017, constitutes the principal regulatory instrument governing digital 

investment management services and robo-advisory activities within the Malaysian capital 

market. The framework establishes regulatory requirements concerning licensing, governance 

standards, technological capability, risk disclosure, suitability assessment, operational 

compliance, and investor protection (Maume, 2018). 

Digital investment managers operating under this framework must obtain authorisation 

from the Securities Commission Malaysia before providing services to investors. The regulatory 

framework further requires providers to maintain adequate technological infrastructure, internal 
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control mechanisms, operational procedures, and risk-management systems. Innovation testing 

may also be facilitated through the regulatory sandbox mechanism supervised by the Securities 

Commission Malaysia. Investor protection obligations include suitability assessments, disclosure 

of investment risks, complaint-resolution procedures, and governance requirements applicable to 

digital investment service providers (Khalid & Kunhibava, 2020; Maume, 2018). The Securities 

Commission Malaysia exercises supervisory authority through licensing approval, compliance 

monitoring, operational oversight, and enforcement mechanisms applicable to fintech operators 

within the capital market sector (Chen & Taeihagh, 2026; Truby et al., 2022). 

 

Table 1. Comparative Mapping of Fintech Regulation in the Capital Markets of Indonesia 

and Malaysia 

Regulatory Domain Indonesia Malaysia 
Main Legal 
Instruments 

POJK No. 13/POJK.02/2018; POJK 
No. 37/POJK.04/2018; POJK No. 
3/2024 

Digital Investment Management 
Framework (2017); Capital Markets 
and Services Act 2007 and related SC 
requirements 

Competent Authority Financial Services Authority (OJK) Securities Commission Malaysia (SC) 
Regulatory Scope Digital financial innovation, equity 

crowdfunding, and technology-
based financial services 

Digital investment management, 
robo-advisory services, and 
technology-enabled investment 
activities 

Licensing 
Requirements 

Registration, sandbox assessment, 
and operational authorisation by 
OJK 

Licensing approval and authorisation 
by SC 

Regulatory Sandbox Governed under POJK No. 3/2024 Administered by Securities 
Commission Malaysia 

Governance 
Obligations 

Risk management, transparency, 
reporting obligations, internal 
controls, and operational 
governance 

Governance standards, internal 
controls, operational compliance, 
disclosure obligations, and 
technological reliability requirements 

Investor Protection 
Measures 

Consumer protection obligations, 
transparency requirements, data 
protection, and risk disclosure 

Suitability assessments, risk 
disclosure, investor information 
obligations, and governance 
safeguards 

Complaint and 
Redress Mechanisms 

Complaint-handling procedures 
supervised by OJK 

Complaint-resolution procedures 
supervised by SC 

Supervisory 
Mechanisms 

Licensing review, compliance 
monitoring, reporting obligations, 
and ongoing supervision 

Licensing oversight, compliance 
monitoring, operational supervision, 
and enforcement mechanisms 

Source: Compiled by the author from Financial Services Authority of Indonesia (2018a, 2018b, 

2024a), Malaysia (2007), and Securities Commission Malaysia (2017). 

 

The comparative mapping indicates that Indonesia and Malaysia adopt broadly similar 

regulatory objectives in governing fintech activities within capital markets, particularly through 

licensing requirements, supervisory oversight, regulatory sandbox mechanisms, governance 

obligations, and investor protection measures. However, the institutional design and regulatory 

architecture of each jurisdiction reflect different approaches to organising fintech governance. 

Indonesia adopts a broader financial sector technology and innovation framework 

administered by OJK, which integrates various forms of fintech activity under a single supervisory 
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institution. The issuance of POJK No. 3 of 2024 reflects an attempt to consolidate governance of 

technological innovation by linking registration, sandbox assessment, licensing, operational 

supervision, and consumer protection into a single regulatory framework. This approach provides 

a comprehensive supervisory model, although the broad scope of fintech regulation requires 

continuous institutional coordination to ensure consistency across different financial activities. 

Malaysia, in contrast, applies a more capital-market-specific regulatory approach through 

the Securities Commission Malaysia. The Digital Investment Management Framework primarily 

focuses on investment-related fintech services, particularly robo-advisory and digital investment 

management. This sector-oriented approach reflects SC's role as a specialised capital market 

regulator, enabling regulatory requirements to be closely aligned with investment conduct, 

suitability obligations, and market integrity objectives. 

From an adaptive regulation perspective, both jurisdictions employ regulatory sandbox 

mechanisms to manage technological uncertainty while allowing innovation to develop under 

supervisory control. The sandbox model represents a shift from traditional rule-based regulation 

toward a risk-based supervisory approach, in which regulators evaluate emerging technologies 

based on potential risks, operational readiness, and consumer protection implications rather than 

applying uniform restrictions at the early stages of innovation. 

The difference between Indonesia and Malaysia is therefore not primarily reflected in the 

presence or absence of fintech regulation, but in the institutional configuration through which 

regulatory objectives are pursued. Indonesia emphasises an integrated financial technology 

governance framework under a broad financial authority, while Malaysia emphasises specialised 

capital market supervision through a dedicated securities regulator. These different approaches 

influence regulatory coherence, supervisory coordination, and each jurisdiction's ability to adapt 

regulatory responses to rapidly evolving fintech models. 

Blockchain and Digital Asset Regulation 

Blockchain technology and digital assets have increasingly become part of the regulatory 

landscape of digital capital markets. In both Indonesia and Malaysia, regulatory developments 

have moved beyond treating cryptocurrencies as isolated digital instruments and have 

incorporated digital assets into broader financial market governance frameworks. The regulatory 

approaches adopted by both jurisdictions address the legal classification of digital assets, 

institutional authority, licensing requirements, governance obligations, operational compliance, 

investor protection mechanisms, and supervisory arrangements applicable to digital asset market 

participants (Carvalho et al., 2021; Feinstein & Werbach, 2020; Ferreira & Sandner, 2021; van der 

Linden & Shirazi, 2023). 

In Indonesia, the legal framework governing digital financial assets was significantly 

restructured through Law No. 4 of 2023 concerning Financial Sector Development and 

Strengthening (P2SK Law). The law establishes the institutional basis for transferring supervisory 

authority over digital financial assets, including crypto assets, from the Commodity Futures 

Trading Regulatory Agency (Bappebti) to the Financial Services Authority (OJK). The transfer took 

effect on 10 January 2025, positioning OJK as the competent authority responsible for licensing, 

supervision, and regulatory oversight of digital financial asset activities in the financial sector. 

Following this institutional transition, POJK No. 27 of 2024 on the Implementation of Digital 

Financial Asset Trading, Including Crypto Assets provides the operational framework for digital 
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asset service providers (Financial Services Authority of Indonesia, 2024b). The regulation 

establishes licensing requirements, governance obligations, reporting duties, operational 

standards, risk management requirements, and supervisory mechanisms. Regulated entities are 

required to maintain internal control systems, compliance functions, operational governance 

structures, record-keeping mechanisms, and reporting procedures under OJK supervision. The 

framework also incorporates consumer protection obligations, transparency requirements, 

complaint-handling procedures, and supervisory coordination mechanisms. 

Malaysia regulates digital asset activities primarily through the Capital Markets and 

Services Act 2007 and the Guidelines on Digital Assets issued by the Securities Commission 

Malaysia (Malaysia, 2007; Securities Commission Malaysia, 2024a). These instruments establish 

the regulatory basis for Digital Asset Exchanges (DAX), Initial Exchange Offerings (IEO), and other 

approved digital asset activities conducted within the Malaysian capital market. The framework 

establishes licensing requirements, governance standards, disclosure obligations, operational 

compliance requirements, supervisory reporting duties, and market conduct obligations 

applicable to licensed operators. 

Digital Asset Exchanges and Initial Exchange Offering operators are required to obtain 

authorisation from the Securities Commission Malaysia before conducting regulated activities 

(Securities Commission Malaysia, 2024a, 2024b). Licensed entities must comply with obligations 

concerning governance structures, operational controls, internal monitoring systems, risk 

management procedures, disclosure requirements, record maintenance, and regulatory reporting. 

The Malaysian framework further incorporates technology governance requirements, 

cybersecurity preparedness, operational resilience measures, incident reporting obligations, and 

investor complaint-resolution mechanisms applicable to digital asset market operators 

(Kunhibava et al., 2021; Sukumaran et al., 2022). 

 

Table 2. Comparative Mapping of Blockchain and Digital Asset Regulation in Capital 

Market Infrastructure 

Regulatory Domain Indonesia Malaysia 
Main Legal 
Instruments 

Law No. 4 of 2023 on Financial Sector 
Development and Strengthening (P2SK 
Law); POJK No. 27 of 2024 concerning 
Digital Financial Asset Trading, 
Including Crypto Assets 

Capital Markets and Services Act 
2007; Guidelines on Digital Assets 
(2024 Revision) 

Competent Authority Financial Services Authority (OJK) Securities Commission Malaysia 
(SC) 

Regulatory Scope Digital financial assets, crypto assets, 
digital asset trading, and related digital 
financial activities 

Digital assets, Digital Asset 
Exchanges (DAX), Initial 
Exchange Offerings (IEO), and 
related capital market activities 

Institutional 
Arrangement 

Supervisory authority transferred from 
Bappebti to OJK effective 10 January 
2025 

Supervision administered directly 
by the Securities Commission 
Malaysia 

Licensing 
Requirements 

Registration and authorisation 
requirements are administered by OJK 

Licensing and approval 
requirements administered by 
the Securities Commission 
Malaysia 
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Regulated Market 
Operators 

Digital asset service providers and 
related digital financial entities 

Digital Asset Exchanges (DAX), 
IEO operators, and approved 
market operators 

Governance 
Obligations 

Internal controls, operational 
governance, compliance functions, 
reporting obligations, and supervisory 
cooperation 

Governance standards, disclosure 
obligations, operational controls, 
compliance requirements, and 
regulatory reporting 

Investor Protection 
Measures 

Transparency obligations, consumer 
protection provisions, complaint-
handling procedures, and disclosure 
requirements 

Investor disclosures, complaint-
resolution mechanisms, risk 
disclosures, and operational 
accountability requirements 

Technology and 
Security Requirements 

Risk management systems, operational 
safeguards, technological reliability, 
and supervisory reporting 

Technology governance, 
cybersecurity controls, 
operational resilience, incident 
reporting, and compliance 
monitoring 

Supervisory 
Mechanisms 

Licensing review, ongoing supervision, 
compliance monitoring, and reporting 
obligations are administered by OJK 

Licensing oversight, supervisory 
review, compliance monitoring, 
and enforcement are 
administered by the Securities 
Commission Malaysia 

Source: Compiled by the author from Republic of Indonesia (2023), Financial Services Authority 

of Indonesia (2024b), Malaysia (2007), and Securities Commission Malaysia (2024a, 2024b). 

 

The comparative analysis reveals that Indonesia and Malaysia adopt similar regulatory 

objectives in governing blockchain-based financial activities, particularly through authorisation 

mechanisms, governance requirements, operational controls, investor protection obligations, and 

supervisory oversight. However, the institutional architecture underlying these regulatory 

frameworks reflects different approaches to digital asset governance. These approaches 

correspond with the broader shift toward risk-based financial regulation, in which blockchain-

based instruments are assessed according to their economic functions, market implications, and 

associated risks rather than solely their technological characteristics (Collomb et al., 2019). 

Indonesia’s transition of supervisory authority from Bappebti to OJK represents a 

significant institutional restructuring in digital asset regulation. By placing digital financial assets 

under a financial services regulator, Indonesia integrates digital asset supervision into a broader 

financial sector governance framework. This approach may strengthen regulatory alignment 

between digital asset activities and existing financial market supervision, particularly concerning 

consumer protection, risk management, and institutional accountability. 

Malaysia, in contrast, has maintained a securities-market-oriented approach by positioning 

digital assets within the regulatory jurisdiction of the Securities Commission Malaysia. The 

Malaysian framework treats digital assets primarily as components of capital market 

infrastructure, where licensing, disclosure, market conduct, and investor protection obligations 

are integrated into securities regulation. This institutional model provides a specialised 

supervisory structure focused on market integrity and investor safeguards. 

From a regulatory coherence perspective, the distinction between the two jurisdictions lies 

in institutional integration rather than in regulatory objectives. Indonesia emphasises 

consolidating digital asset oversight within a broader financial sector authority, while Malaysia 
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relies on specialised capital market supervision through the SC. Both approaches reflect adaptive 

regulatory strategies that seek to accommodate blockchain innovation while maintaining 

supervisory control over emerging financial risks. 

The comparison further indicates that blockchain governance in capital markets 

increasingly depends on regulators' capacity to integrate technological oversight with traditional 

financial regulation. Licensing frameworks, operational resilience requirements, cybersecurity 

obligations, and investor protection mechanisms are regulatory instruments through which both 

jurisdictions seek to balance facilitating innovation with maintaining market stability. The 

different institutional arrangements adopted by Indonesia and Malaysia consequently shape how 

regulatory certainty, supervisory coordination, and investor confidence are constructed within 

digital capital market ecosystems. 

 

Investor Data Protection 

The expansion of digital capital market activities has increased the volume and complexity 

of personal and financial data processed by fintech providers, digital investment platforms, robo-

advisory services, and digital asset operators. Digital onboarding procedures, electronic know-

your-customer (e-KYC) systems, online portfolio management, and technology-based trading 

activities require continuous collection, storage, processing, and transfer of investor information. 

Consequently, investor data protection has become an essential component of digital capital 

market governance, involving legal obligations concerning personal data processing, 

cybersecurity governance, operational security, supervisory oversight, and investor complaint 

mechanisms (Blumenstock & Kohli, 2023; Patil et al., 2025; Wylde et al., 2022). 

In Indonesia, the principal legal framework governing personal data protection is Law No. 

27 of 2022 concerning Personal Data Protection (Undang-Undang Perlindungan Data Pribadi). The 

law establishes general principles governing personal data processing and recognises rights 

afforded to data subjects, including the right to obtain information regarding data processing 

activities, access to and correction of personal data, withdrawal of consent under certain 

circumstances, and the right to request deletion or restriction of processing in accordance with 

statutory provisions. The law requires that personal data processing be conducted on lawful 

grounds and establishes obligations regarding consent, transparency, confidentiality, 

accountability, and data security. These provisions apply to entities operating within digital 

financial services and capital market activities that process investor information. 

Within the financial sector, these obligations are complemented by OJK regulations 

governing digital financial innovation, financial sector technology innovation, and digital financial 

assets (Financial Services Authority of Indonesia, 2018a, 2024a, 2024b). Financial service 

providers and fintech operators are required to maintain the confidentiality, integrity, and 

availability of customer information through governance mechanisms relating to information 

security, access management, risk mitigation, and operational monitoring. Regulated entities must 

also implement procedures concerning data management, cybersecurity protection, compliance 

monitoring, and operational risk control as part of their governance obligations. These 

requirements apply to digital investment platforms, technology-based financial service providers, 

and digital asset operators under OJK supervision (Darem et al., 2023; Triyanti et al., 2025). 
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The Indonesian framework further regulates the management of personal data breaches 

and institutional accountability. Data controllers are required to undertake notification 

procedures for certain personal data breaches in accordance with statutory requirements. The 

framework also provides administrative sanctions and legal consequences for violations of 

personal data protection obligations. In digital capital market activities, investor complaints 

concerning personal data processing and information security may be addressed through 

complaint-handling mechanisms established by regulated entities and supervisory authorities. 

In Malaysia, investor data protection is primarily governed by the Personal Data Protection 

Act 2010 (PDPA). The Act establishes a comprehensive framework governing the processing of 

personal data in commercial transactions, including activities conducted within financial and 

capital market sectors. The PDPA incorporates several fundamental principles, including notice 

and choice, disclosure limitation, security, retention, data integrity, and access principles. These 

principles regulate the collection, use, disclosure, storage, retention, and management of personal 

information by organisations operating within digital financial environments (Shalihah & Mohd 

Shariff, 2022; Wong et al., 2023). 

Beyond the PDPA framework, investor data protection within Malaysian digital capital 

markets is supported by sector-specific requirements administered by the Securities Commission 

Malaysia (Securities Commission Malaysia, 2023, 2024a, 2024b). Licensed entities engaged in 

digital investment management, fintech services, Digital Asset Exchanges (DAX), and other 

technology-enabled capital market activities are required to maintain governance arrangements, 

technology risk management systems, operational resilience measures, and cybersecurity 

controls. These obligations include information security safeguards, internal controls, incident 

management procedures, compliance monitoring, and regulatory reporting requirements 

designed to support secure digital financial operations (AlBenJasim et al., 2024; Virani, 2024). 

The Malaysian framework also incorporates requirements concerning investor complaints, 

operational accountability, and supervisory oversight. Licensed market operators must establish 

complaint-resolution mechanisms and maintain procedures for responding to operational 

incidents affecting investors and market participants. Compliance with cybersecurity, governance, 

and operational requirements is monitored through supervisory mechanisms administered by the 

Securities Commission Malaysia. 

 

Table 3. Comparative Mapping of Investor Data Protection in Digital Capital Markets 

Regulatory Domain Indonesia Malaysia 
Main Legal 
Instruments 

Law No. 27 of 2022 concerning 
Personal Data Protection; OJK 
regulations on digital financial 
innovation and digital financial assets 

Personal Data Protection Act 2010 
(PDPA); Securities Commission 
Malaysia regulatory requirements 

Competent Authority OJK and relevant personal data 
protection authorities 

Personal Data Protection 
Commissioner and Securities 
Commission Malaysia 

Regulatory Scope Personal data processing in financial 
services, fintech activities, digital 
investment services, and digital asset 
operations 

Personal data processing in 
commercial and financial 
activities, including capital market 
services 
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Data Subject Rights Access, correction, withdrawal of 
consent, restriction of processing, and 
deletion rights 

Access and correction rights 
supported by notice and choice 
requirements 

Lawful Processing 
Requirements 

Consent, transparency, accountability, 
confidentiality, and lawful processing 
obligations 

Notice and choice, disclosure 
limitation, retention, data 
integrity, and security principles 

Cybersecurity 
Obligations 

Information security measures, risk 
mitigation, access controls, incident 
management, and operational 
safeguards 

Technology-risk management, 
cybersecurity controls, 
operational resilience, and 
incident-response procedures 

Breach Notification 
Requirements 

Notification obligations for certain 
personal data breaches 

Security-related compliance and 
reporting obligations under 
applicable regulatory 
requirements 

Investor Complaint 
Mechanisms 

Complaint-handling procedures 
through regulated entities and 
supervisory authorities 

Complaint-resolution mechanisms 
maintained by licensed entities 
under SC supervision 

Supervisory 
Mechanisms 

Compliance monitoring, reporting 
obligations, operational oversight, and 
OJK supervision 

Licensing supervision, compliance 
monitoring, reporting obligations, 
and SC enforcement 

Source: Compiled by the author from Republic of Indonesia (2022), Financial Services Authority 

of Indonesia (2018a, 2024a, 2024b), Malaysia (2010, 2024), and Securities Commission Malaysia 

(2023, 2024a, 2024b). 

 

The comparative analysis indicates that Indonesia and Malaysia adopt comparable 

objectives for protecting investor information in digital capital markets, particularly through 

requirements regarding lawful data processing, cybersecurity safeguards, governance obligations, 

and supervisory controls. However, the regulatory architecture of each jurisdiction reflects 

different approaches to integrating personal data protection with financial market supervision. 

Indonesia adopts a dual-layer governance model in which general personal data protection 

obligations under Law No. 27 of 2022 operate alongside sector-specific requirements imposed by 

OJK. This structure separates general data governance principles from financial sector supervision 

mechanisms, allowing OJK to incorporate cybersecurity, operational risk management, and 

information security requirements into the regulation of digital financial service providers. 

Malaysia applies a similarly layered approach through the interaction between the PDPA 

and Securities Commission Malaysia’s technology-risk governance requirements. However, the 

Malaysian framework places stronger emphasis on integrating cybersecurity and operational 

resilience within capital market supervision. Through SC requirements applicable to digital 

investment managers, digital asset operators, and technology-enabled market participants, data 

protection is closely connected with broader objectives of market integrity and operational 

continuity. 

From a regulatory governance perspective, the distinction between the two jurisdictions 

lies in the degree of institutional integration between data protection and financial supervision. 

Indonesia emphasises harmonisation between a general personal data protection regime and 

financial sector regulation, while Malaysia integrates data security considerations more directly 

into securities-market governance. These approaches illustrate different models of adaptive 

regulation in addressing digital capital market risks. 
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The comparison further suggests that investor trust in digital capital markets depends not 

only on the legal recognition of data protection rights but also on the capacity of regulatory 

institutions to ensure cybersecurity, operational resilience, and accountability. As digital financial 

activities become increasingly dependent on data-intensive systems, effective investor protection 

requires coordination between personal data regulation, technology governance, and financial 

market supervision. 

DISCUSSION 

The comparative findings demonstrate that Indonesia and Malaysia pursue broadly similar 

regulatory objectives in governing digital capital markets. Across fintech innovation, blockchain and digital 

assets, and investor data protection, both jurisdictions employ licensing and authorisation requirements, 

governance obligations, risk-management standards, supervisory mechanisms, cybersecurity safeguards, 

and investor-protection measures. The principal difference, therefore, lies not in the existence of 

regulation but in the institutional architecture through which these common objectives are implemented.  

Indonesia has moved towards integrating fintech innovation and digital financial asset supervision 

within the broader financial-sector regulatory framework administered by the Financial Services 

Authority (Otoritas Jasa Keuangan—OJK). By contrast, Malaysia applies a more specialised capital-market-

oriented model through the Securities Commission Malaysia, which directly supervises digital investment 

management, robo-advisory services, Digital Asset Exchanges, and other technology-enabled capital 

market activities. Accordingly, Indonesia represents a broader approach to institutional integration, 

whereas Malaysia reflects a more specialised securities market supervisory structure. 

The institutional differences between Indonesia and Malaysia primarily reflect the allocation of 

supervisory authority within their respective financial systems. In Indonesia, OJK serves as an integrated 

financial services regulator with a mandate that covers banking, capital markets, non-bank financial 

services, financial technology innovation, and digital financial assets. Following the transfer of crypto-asset 

supervision from Bappebti to OJK under Law No. 4 of 2023, digital assets have increasingly been 

incorporated into a broader financial-sector regulatory framework involving licensing, governance, risk 

management, consumer protection, and continuing supervision. In Malaysia, the fintech activities 

examined in this study fall primarily under the jurisdiction of the Securities Commission Malaysia, a 

specialised capital market regulator. Digital investment management, robo-advisory services, Digital Asset 

Exchanges, and Initial Exchange Offerings are therefore regulated more directly through securities-market 

legislation and related SC guidelines. 

These different institutional arrangements also shape the legal classification and supervision of 

digital assets. Indonesia places digital financial assets within an integrated financial services structure, 

whereas Malaysia treats them more specifically as regulated capital market activities. Nevertheless, both 

models require coordination with institutions responsible for personal data protection, cybersecurity, 

payment systems, and digital infrastructure. Indonesia additionally requires coordination during and after 

the transfer of authority from Bappebti to OJK, while Malaysia must coordinate between SC and other 

authorities whose mandates intersect with digital finance. The available legal materials demonstrate 

different supervisory configurations, but they do not establish that one model is inherently more effective; 

such an assessment would require empirical evidence on enforcement, institutional capacity, regulatory 

outcomes, and stakeholder experience. 

The findings on fintech regulation support previous studies that identify regulatory sandboxes, 

licensing mechanisms, and adaptive supervision as important instruments for balancing technological 
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innovation with financial stability and investor protection (Diniyya et al., 2021; Huibers, 2021; Khalid & 

Kunhibava, 2020; Truby et al., 2022). Consistent with these studies, the present research finds that both 

Indonesia and Malaysia use supervised testing, governance requirements, risk assessment, and continuing 

oversight to manage emerging fintech activities. However, earlier studies generally examine regulatory 

sandboxes or fintech governance as separate regulatory subjects. The present study extends this literature 

by demonstrating that the operation of these instruments is also shaped by the institutional location of 

supervisory authority: Indonesia places fintech innovation within OJK’s broader financial-sector mandate, 

whereas Malaysia connects investment-related fintech more directly with specialised capital market 

supervision through SC. This institutional comparison provides a clearer explanation of how licensing, 

sandbox assessment, and investor protection are integrated within different supervisory structures. 

The findings concerning blockchain and digital assets are also consistent with previous studies 

emphasising legal certainty, risk-based regulation, market integrity, and investor protection in the 

governance of crypto-assets and blockchain-based financial activities (Collomb et al., 2019; Feinstein & 

Werbach, 2020; Sobri & Rab, 2024; van der Linden & Shirazi, 2023). Similar to those studies, this research 

shows that both jurisdictions rely on authorisation, governance obligations, operational controls, 

disclosure requirements, and supervisory monitoring to address digital-asset risks. The principal 

difference is that earlier research has commonly focused on the substantive regulation of cryptocurrencies 

or blockchain-based instruments, whereas the present study examines how their legal classification 

interacts with institutional design. Its contribution lies in showing that Indonesia’s transfer of digital-asset 

supervision from Bappebti to OJK represents integration into a broader financial-sector framework, 

whereas Malaysia regulates Digital Asset Exchanges and Initial Exchange Offerings more directly within 

securities-market governance under SC. The comparison, therefore, connects digital-asset regulation with 

the allocation and consolidation of supervisory authority. 

The findings on investor data protection support previous research highlighting the importance of 

privacy, cybersecurity resilience, information governance, and accountability in maintaining trust in 

digital financial services (Blumenstock & Kohli, 2023; Patil et al., 2025; Shalihah & Mohd Shariff, 2022; 

Wylde et al., 2022). In line with this literature, the study finds that recognition of data-subject rights must 

be accompanied by information-security controls, incident management, complaint mechanisms, and 

regulatory supervision. However, previous studies frequently examine data protection and cybersecurity 

separately from fintech and digital-asset regulation. The present study contributes a more integrated 

perspective by comparing how general personal data protection legislation interacts with sector-specific 

financial supervision in Indonesia and Malaysia. By analysing fintech regulation, digital-asset governance, 

and investor data protection within the same comparative framework, the study demonstrates that digital 

capital market governance depends on the alignment of legal rules, supervisory institutions, technology-

risk requirements, and investor-protection mechanisms. 

Indonesia’s integrated model may offer several regulatory advantages because the OJK supervises 

fintech innovation and digital financial assets within the broader financial services framework. The 

consolidation of licensing, governance, risk management, consumer protection, and digital-asset 

supervision under OJK may facilitate greater alignment between emerging digital activities and existing 

financial-sector oversight. The transfer of digital-asset supervision from Bappebti to OJK may also support 

the harmonisation of supervisory requirements and reduce institutional fragmentation. Nevertheless, 

these advantages should be treated as normative potential rather than proven regulatory outcomes. OJK’s 

broad mandate may increase the complexity of supervision, require strong coordination among its 

internal supervisory functions, and demand continuing cooperation with authorities responsible for 
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personal data protection, cybersecurity, payment systems, and other related domains. The article also 

indicates a possible risk of inconsistent technical standards where fintech, digital assets, blockchain 

infrastructure, and cybersecurity obligations develop across different regulatory instruments.  

Malaysia’s specialised model may provide a more focused connection between digital financial 

activities and capital market objectives. Through the Securities Commission Malaysia, requirements 

concerning licensing, disclosure, suitability assessment, market conduct, technological governance, 

operational resilience, and investor protection can be tailored to digital investment managers, Digital Asset 

Exchanges, Initial Exchange Offering operators, and other regulated market participants. This sector-

specific orientation may support clearer operational and technology-risk standards within the capital 

market. However, the model may also encounter jurisdictional boundaries where digital activities 

intersect with banking, payment systems, general cybersecurity regulation, or personal data protection. 

Coordination is therefore still required between SC and other competent authorities, particularly because 

investor data protection operates through both the general PDPA regime and sector-specific capital 

market requirements. In addition, the advantages of specialised supervision may be less directly 

applicable to digital financial activities falling outside the statutory scope of capital market regulation. 

These strengths and limitations represent interpretations of the regulatory structure; determining their 

actual effects would require empirical evidence concerning enforcement practices, institutional 

coordination, and market outcomes. 

The novelty of this article lies in its integrated comparative approach. Rather than comparing 

individual fintech or crypto-asset regulations in isolation, the study integrates fintech innovation, digital 

asset governance, and investor data protection into a single analytical framework. These three regulatory 

domains are assessed through the same four dimensions, thereby enabling the study to explain not only 

differences in legal instruments but also how institutional design shapes the consistency, adaptability, and 

implementation of digital capital market regulation in Indonesia and Malaysia. 

The findings indicate that digital capital market regulation in Indonesia and Malaysia should be 

strengthened through clearer institutional coordination, closer alignment between personal data 

protection and capital market regulation, and more technology-specific supervisory standards. In 

Indonesia, coordination is particularly important following the consolidation of fintech and digital asset 

supervision under OJK, while in Malaysia, cooperation remains necessary between the Securities 

Commission Malaysia and authorities responsible for personal data protection and cybersecurity. Both 

jurisdictions should also strengthen incident-reporting requirements, ensure accessible and effective 

investor complaint mechanisms, and periodically evaluate regulatory sandbox outcomes to determine 

whether tested innovations satisfy governance, operational resilience, cybersecurity, and investor-

protection requirements before receiving broader regulatory authorisation. These measures follow 

directly from the identified need for regulatory coherence, institutional integration, legal certainty, and 

effective supervision across fintech innovation, digital assets, and investor data protection. 

CONCLUSION 

This study concludes that Indonesia and Malaysia pursue broadly similar regulatory 

objectives in governing digital capital markets, particularly through licensing requirements, 

governance obligations, supervisory mechanisms, risk management, and investor protection. Their 

principal difference lies in institutional architecture: Indonesia integrates fintech innovation and 

digital financial asset supervision within the broader financial-sector mandate of OJK, whereas 

Malaysia applies a more specialised capital-market supervisory model through the Securities 
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Commission Malaysia. These findings indicate that the effectiveness of digital capital market 

regulation depends not only on the existence of legal instruments but also on regulatory coherence, 

institutional integration, and the capacity of supervisory authorities to coordinate responsibilities 

across interconnected regulatory domains. 

The scientific contribution of this study lies in integrating three areas that are frequently 

examined separately within a single comparative legal framework. By applying the same four 

analytical dimensions of regulatory coherence, institutional integration, legal certainty, and 

supervisory effectiveness to both jurisdictions, the study provides a systematic basis for explaining 

similarities and differences in their regulatory arrangements. It further demonstrates that 

institutional design is closely related to the development of adaptive governance, as the allocation 

of supervisory authority shapes how licensing, technology risk oversight, data protection, and 

investor safeguards are coordinated in digital capital markets. 

This study is limited to normative analysis of statutory regulations, regulatory instruments, 

and institutional frameworks governing digital capital markets in Indonesia and Malaysia. It does 

not examine empirical implementation, regulatory enforcement practices, stakeholder behaviour, 

or the operational experiences of fintech providers, investors, and supervisory authorities. 

Furthermore, the comparative scope is limited to two Southeast Asian jurisdictions and may not 

fully capture diverse regulatory developments in other digital financial markets. Future research 

may extend this analysis through empirical and socio-legal approaches to examine regulatory 

implementation, institutional effectiveness, and stakeholder experiences in governing fintech 

innovation, blockchain-based financial activities, and investor data protection within digital capital 

market ecosystems. 
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